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1. Changelog

cleanup

Version Description Author Date

0.1 Created document Lars Lech-Hanssen 28.05.2016
0.2 Adjustementsto WSDL Morten Gjestad 04.11.2016
0.3 Correctionsafter technical feedback | Morten Gjestad 14.11.2016
0.4 Added appendix [ Alias Lookup Guide | Lars Berg 23.03.2017
11 Updated appendix | - Alias lookup @ystein A. Jansen 12.09.2018

guide

1.2 Added validateSecuritySignature @ystein A. Jansen 18.10.2019
13 Added invoiceDocumentType info + @ystein A. Jansen 12.03.2020

2. Introduction

2.1. Intent of this document

The eFaktura Submitter Service — documents the online web service thatis offered to Submittersin the
eFaktura solution. The document describes all function calls and parameters that will necessary to use the
eFakturasolu-tion.

This document and the eFaktura Submitter WSDL willbe the needed to implement thisservice.

2.2. Target Audience

Technical staff in companies thatis to become a provider in the eFaktura solution.

2.3. Other documentation

WSDL

HTML versionof WSDL
Alias Lookup Guide (Appendix I)

2.4. External resources

XML standard : www.w3.org

SOAP

: ws.apache.org/soap/
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http://www.w3.org/
http://ws.apache.org/soap/

3. Functionoverview

3.1. Method calls

The followingmethodcallsare availablein the service.

Functions

getBlackList
getEfakturaldentifiers
addIinvoices
getinvoiceStatus
getConsignmentStatus
cancelConsignment
cancellnvoice
validateSecuritySignature

4-11



3.2. Common parameteres for all functions

Parameter Explanation

Auditinformation consists of a Messageldentifier. Thisis a string thatis used for
audit- ing andlogging. It must be between 5 and 50 characters. The provideris free
toadd the

content of the Messageldentifier, butitis recommended to makeit unique for
futurereference.

AuditinformationType

Theusernametoken isa part of the WSSE securitywhich isa part of the SOAP
header. lt must be added for all calls with the username and password that is

provided by Nets.
If not provided noaccess will be grantedto the service.

UsernameToken

3.3. Othererrors

If the username and password supplied in the UsernameToken tag in the header is incorrect a ServerFault
will be thrown.

4. Implemeting the provider service functions

4.1. Scenario description

Add and maintain invoices Allow access to invoice details

Get blacklist Validate signature

Get eFakturaldentifiers

Add Invoices

Get status on invoices

Get status on consign-

Cancel invoice

Cancel consignment
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4.2. getBlackList

The submitter is imposed to check whether an Invoice Issuer is blacklisted before adding invoices on behalf of the

issuer.

Step Description Function call
#1 Return alist of blacklisted getBlackList
in- voiceissuers.

4.3. Add invoice on behalf of issuer

If anissuerislinkedto submitter, the submitter may add invoices on behalf of theissuer. Submitter must
verify that the consumer acceptsinvoices and that theissuer is not blacklisted or blocked by the consumer.

Thereareseveral functioncalls that canbe made to determine this. Based on the informationthe

submitter hasabout the consumer, the following function calls could be made.

For submitterswhohasconcessionto handle SSN (Social security number) andusing this to identify the con-

sumer.
Step | Description Function call
#1 Createinvoiceson behalf of issuer using SSNfor addInvoices
identifying the consumer
#2 By providingthe consignmentid, astatusof all the | getConsignmentStatus

invoices ca beretrieved. Note thatif the
consignmentisnot processedthe statuswillbe not
found.

For submittersusing aliasto identify the consumer.

Step

Description

Function call

#1

If the submitter have the consumersalias, lookup
the efakturaldentifier

getEfakturaldentifiers

#2

Createinvoiceson behalf of issuer usingefak-
turaldentifier for identifyingthe consumer

addInvoices

#3

By providing the consignment id, a status of dll
the invoices can be retrieved. Note that if the
consign-mentis not processedthe status will be
not found.

getConsignmentStatus

4.3.1. Other Document types

eFaktura supportsseveral document typesin additionto the standard invoice
type. Document typeis set using the invoiceDocumentType field in

addInvoices.
invoiceDocumentType value Description
CREDIT_NOTE Kreditnota
DUNNING Purring
COLLECTION_NOTICE Inkassovarsel

PAYMENT_REQUEST

Betalingsoppfordring

REMINDER

Betalingspdminnelse

ENFORCEMENT_WARNING

Varsel om tvangsfullbyrdelse
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4.4. Getting status on a consignment

When adding invoices a consignmentid must be provided. Based onthe consignmentid and theissuera
status on each invoice may beretrieved.

Step

Description

Function call

#1

Return the status of the con-
signment and the shipments.
Note thatif the consignment
is not processed the status

will be
notfound.

getConsignmentStatus
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4.5. Getting status on an invoice

When addinginvoices a consignment id and an invoice id must be provided. Based ontheseids and the issuer
a status theinvoice mayberetrieved.

Step | Description Function call

#1 Return the status of the getlnvoiceStatus
invoice. Note thatif the
invoiceis not processed the

status will not be
found.

4.6. Cancelling a consignment

When cancellinga consignment, a consignment id and invoice ids must be provided. The consignment id can
be used to cancel the invoicesin a consignment. Note that invoices that have been processed by the
consumer can-not be cancelled.

Step Description Function call

#1 Sends arequest for cancelConsignment
cancellation of invoices within
a consign- ment

4.7. Cancelling an invoice

When cancelling aninvoice, a consignment id and invoice id must be provided. These ids canbe used to cancel
theinvoice. Note thatinvoices processedby the consumer, cannot be cancelled

Step | Description Function call
#1 Sends arequest for cancellnvoice
cancellation of aninvoice

4.8. Validating security signature

Validates the securitysignature forinvoice details.

Step | Description Function call

#1 Sends arequest for validateSecuritySignature
validating and decryptinga
security sig-
nature.
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Appendix:
I - Alias Lookup Guide

This documentis meant to serve as a suggestedguideline for developersimplementingthe eFakturaService
through whichthey willdo lookupsin the aliasregister. These guidelines are based onthe regulations
enforced by Bits and the service parameters defined by Nets. Allconsumers who canreceive eFaktura have
been assigned a unique identifier called eFakturaAdresse, whichis returned when a match isfound through
alias lookups.

The aliases assigned to consumers are divided into three categories:

Unique Aliases
e SSN
e eFakturaReferanse + Organization Number
o eFakturaAdresse
o  Note: Doing lookups using the eFakturaAdresse is made possible so that issuers can
verify whether a consumeris an active "elnvoice by default” user.
Primary Aliases
e Phonenumber
e Emailaddress

Secondary Aliases
e Zipcode (Exact match)
e Birthdate

e Partsof address
e Partsof name

In order to have the eFakturaAdresse returned, a combination of these alias parameters must be used to
generate a match to one specific consumer. If the aliases used match with more than one consumer, the
service willreturnan error code stating "Multiple Receivers".

Itis possible to wildcard score the "Partsof name” and "Part of address” aliases. Todo this lookups have to
be sentusing thefirst 2 letters of either alias followed by the symbol *.

Thefollowingrules outline which alias combinations will return matches when doinglookups:

1. Match on 1 Unique Alias.

2. Match on both Primary Aliases.

3. Match on 1 Primary Alias and1 Secondary Alias.
4. Match on 3 Secondary Aliases.
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Best practise use of getEfakturaldentifiers
The method call getEfakturaldentifiers follows the rules described above and makes prioritized lookup
searches to increase the chances forusers to get a match and to minimize response time.

Lookups are generated using the followinglogic:

1.

2.

4.

If match on any 1 of the Unique Aliases the eFakturaAdresseis returned.
a. If both Unique Aliases are provided and match different consumersan error isreturned.

If both Primary Aliases are provided andmatch one specificconsumer, the eFakturaAdresseis
re- turned.

a. If thePrimary Aliases matchdifferent consumers,an error is returned.
If only 1 Primary Alias is providedin combination with 1 or more Secondary Aliases the method

call will first do alookup usingthe Primary Alias and retrieve one ormore consumers.
This/these consumers are then matched with the provided Secondary Aliasesin the followingorder:

Primary Aliases + ZipCode

Primary Aliases + Birthdate

Primary Aliases + "parts of name" provided
Primary Aliases + "parts of address” provided

o

oo

If amatchis foundwithoneconsumer, the eFakturaAdresseis returned.

If only Secondary Aliasesare provided the method will first limit thelookupby using the Zip
Code. Note: Using only Secondary Aliases will resultin along response time.

Developers can choose to either supply alltheinformation they have available when calling the method or
sup- ply whatinformationis found to be relevant andof the best quality. If more thanthe minimum
amount of infor- mationis provided, the method willreturn the eFakturaAdresse based on the first unique
match following the logicdescribed above.

To ensurethe quality of the response given and the performance of the method call, developersare advised to
prioritize the alias parameters inthe following order:

1.
2.
3.

When a Unique Aliasis available, only thisshould be used.

When both Primary Aliases are available, only these shouldbe used.

When only one Primary Aliasis available, the Secondary Aliases Zip Code and/or Birthdate
should be considered most relevant.

a. If Zip CodeandBirthdate arenotavailable or won't return a unique match, the "Parts of
ad- dress” should be applied by wildcard scoring after the first three letters of the first
addressline. Example: Stensberggata 21 = "Ste™".

b. If "Parts of address" isnot available the "Parts of name" should be used by wildcard

*1

scoringthefirst twoletters of the last name. Example: Johansen = "Jo*".
Using only Secondary Aliases should be avoided if possible as this will resultin along responsetime.

a. Note:ltis notpossibleto useonlySecondaryAliases if the ZipCode parameteris not
pro- vided.
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Graphical representation of alias prioritization
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